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Bit Plane Complexity Segmentation (BPCS) is a steganographic method that 
utilizes the visual complexity characteristics of digital images to embed secret 
information. This method works by dividing an image into several bit-planes, 
then measuring the level of complexity of each bit-plane block. Blocks with high 
complexity are considered similar to noise, making them suitable as a medium 
for data embedding without causing significant visual changes to the original 
image. The main advantage of BPCS lies in its large data embedding capacity 
and high level of security, as the hidden information is difficult to detect through 
visual observation or simple analysis. Therefore, BPCS becomes an effective 
solution for securing digital data, particularly in applications such as copyright 
protection, confidential communication, and information security. 
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INTRODUCTION 

The rapid development of information and communication technology has driven an 
increasing need for digital data security. Information transmitted through digital media, 
especially images, is vulnerable to interception, manipulation, and data theft. Therefore, a 
technique is required that can protect the confidentiality of information without raising 
suspicion from unauthorized parties. One of the approaches widely used in data security is 
steganography, which is the technique of hiding information within digital media. 

Image steganography has various methods, one of which is Bit Plane Complexity 
Segmentation (BPCS). This method utilizes the visual characteristics of digital images by 
dividing the image into several bit-planes. Each bit-plane is analyzed for its level of complexity 
to determine which parts resemble noise. Regions with high complexity can be used as 
locations for embedding secret data because the changes are difficult to distinguish by the 
human visual system. 

The main advantage of the BPCS method compared to other steganographic methods 
is its relatively large data embedding capacity while maintaining the quality of the resulting 
image. In addition, BPCS offers a higher level of security because the hidden information is 
not easily detected through visual or simple statistical analysis. With these advantages, the 
BPCS method is widely applied in various fields, such as digital copyright protection, secure 
communication, and information security systems. 
Literature Review 

Various studies have been conducted in the field of image steganography to improve 
data security and embedding capacity. Conventional methods such as Least Significant Bit 
(LSB) are widely used due to their simple implementation; however, they have weaknesses in 
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terms of low security and are easily detected through statistical analysis. To overcome these 
limitations, more complex methods have been developed, such as transform domain 
techniques and visual perception-based approaches, one of which is Bit Plane Complexity 
Segmentation (BPCS). 

BPCS was introduced as a steganographic method that utilizes visual complexity in the 
bit-planes of digital images. Several studies have shown that BPCS is capable of embedding 
large amounts of data without significantly degrading image quality. In addition, this method 
has proven to be more resistant to visual detection because the data is embedded in image 
regions that resemble noise. However, previous research also indicates that the selection of 
the complexity threshold and block size greatly affects the performance of the BPCS method. 
Problem Statement 

Although the BPCS method offers advantages in terms of data embedding capacity and 
security, there are still several issues that require further investigation. One of the main 
problems is determining the optimal complexity threshold value to distinguish between noise-
like areas and informative regions in an image. An incorrect threshold selection can lead to a 
decrease in image quality or a reduction in the security level of the hidden data. 

In addition, the application of the BPCS method to various types of images with different 
characteristics remains a challenge. Differences in resolution, level of detail, and color variation 
can affect the results of bit-plane segmentation and the effectiveness of data embedding. 
Therefore, further research is needed to comprehensively analyze the performance of the 
BPCS method and to optimize its parameters so that it can be applied more effectively in 
digital data security. 
 

RESEARCH METHODOLOGY 
Research Preparation 

The preparation stage is carried out to ensure that all research requirements are fulfilled 
before the implementation of the BPCS method begins. At this stage, digital image data is 
prepared to be used as the medium for information embedding. The images used can be 
either color images or grayscale images in common formats such as BMP or PNG to avoid 
lossy compression, which may affect the embedding results. 

In addition, secret data in the form of text or digital files that will be embedded into the 
image is also prepared. The software and development environment are determined at this 
stage, such as the programming language or image processing tools to be used. Initial 
parameters of the BPCS method, such as bit-plane block size and complexity threshold 
values, are set based on literature studies to obtain optimal embedding results. 
Steps of the BPCS Method 

The workflow begins with the decomposition of the image into several bit-planes. Each 
bit-plane represents different levels of bit significance in the digital image. After that, each 
bit-plane is divided into small blocks, for example 8×8 pixels, to facilitate complexity analysis 
in each part of the image. 

Next, the complexity value of each bit-plane block is calculated. Blocks with complexity 
values exceeding the threshold are considered noise-like regions and are selected as locations 
for embedding secret data. The secret data is then converted into binary form and embedded 
into the selected blocks. After the embedding process is completed, all bit-planes are 
recombined to produce the stego image, which visually appears almost identical to the 
original image. 
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Result Evaluation 
The final stage is the evaluation of the data embedding results using the BPCS method. 

The evaluation is carried out by comparing the quality of the original image and the stego 
image using parameters such as Peak Signal to Noise Ratio (PSNR) and Mean Squared Error 
(MSE). In addition, a successful extraction test is performed to ensure that the embedded 
information can be fully recovered without any distortion or data loss. 
 

RESULTS AND DISCUSSION 
Initial Display of the BPCS Steganography System 

The figure shows the initial interface of the BPCS Steganography application before the 
data embedding process is performed. At this stage, the system does not yet display any 
image or steganography results because the user has not uploaded an image or entered a 
secret message. This interface functions as the main user interface that connects the user to 
the encoding process using the Bit Plane Complexity Segmentation method. 

At the top of the interface, there is an “Upload Photo” button used to select a digital 
image as the medium for embedding the secret message. In addition, there is a text input field 
labeled “Write Secret Message Here…” which allows the user to enter the text message to be 
embedded into the image. The “Encode Process” button is used to start the embedding 
process after the image and secret message have been provided. 
Discussion of the Initial Interface Function 

This initial interface is designed to facilitate users in operating the steganography 
system without requiring deep technical knowledge. With a simple workflow, users only need 
to upload an image, type a secret message, and press the encode button. Once the encoding 
process is executed, the system processes the image using the BPCS method and displays 
the stego image along with supporting information such as complexity grids and image 
quality values. 

The presence of additional buttons such as “Stego Result” and “Red Overlay Grid 
(Zoomed)” indicates that the system does not only display the final output but also provides 
a visualization of the BPCS process. This helps in understanding how data is embedded into 
high-complexity bit-plane blocks. Thus, this initial interface plays an important role in 
supporting the successful implementation and analysis of the BPCS method in this study. 

 
Figure 1. Initial Interface 
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Image Selection Process (Upload Photo) 
The figure shows the process of selecting a digital image to be used as the cover image 

in the Bit Plane Complexity Segmentation (BPCS) steganography method. At this stage, the 
system displays an Open File dialog window that allows the user to choose an image file from 
the computer storage. Supported image formats include .jpg, .png, and .bmp, in accordance 
with the requirements of the steganography system. 

In the figure, the user is shown selecting an image file named download (14).jpeg. After 
the image is selected and the “Open” button is clicked, the system loads the image into the 
application and displays it in the image display area. This stage represents the initial step 
before the secret message embedding process is carried out. 
Discussion of the Image Upload Process 

The image upload process is an important stage because the quality and characteristics 
of the image significantly affect the embedding results using the BPCS method. Images with 
high levels of detail and color variation tend to have more bit-plane blocks with high 
complexity, thereby increasing the capacity for embedding secret data. 

With the availability of a file selection feature through a graphical interface, the system 
simplifies the process for users in selecting appropriate images without requiring manual 
configuration. This demonstrates that the system not only focuses on the implementation of 
the BPCS algorithm but also emphasizes usability in the image steganography process. 

 
Figure 2. Digital Image Selection Process 

System Notification After Image Loading 
The figure shows a system notification displaying the message “Photo Successfully 

Loaded,” which appears after the user selects and uploads a digital image into the BPCS 
steganography application. This notification indicates that the system has successfully read 
the image file and loaded it into memory without any errors. 

The successful image loading serves as an initial indicator that the image format and 
size are compatible with the system specifications. At this stage, the image is ready for further 
processing, namely bit-plane decomposition and complexity analysis, which form the basis of 
the Bit Plane Complexity Segmentation (BPCS) method. 
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Discussion of the Image Loading Stage 
The image loading stage plays an important role in the overall steganography process, 

as any error at this stage would prevent the encoding process from being executed. With the 
presence of a success notification, the system provides clear feedback to the user that the 
image is ready to be used as a cover image. 

After the image has been successfully loaded, further functions such as the “Encode 
Process,” “Stego Result,” and “Red Overlay Grid” buttons become available. This 
demonstrates that the system is designed in a sequential manner, where each process can 
only be executed after the previous stage has been successfully completed. This approach 
helps prevent user errors and ensures that the BPCS steganography process runs according 
to the intended workflow. 

 
Figure 3. System Notification Message 

Result of Secret Message Encoding Process 
The figure shows the result of the encoding process using the Bit Plane Complexity 

Segmentation (BPCS) method. On the left side, the original image (cover image) is displayed, 
while on the right side, the stego image is shown, which is the image that has been embedded 
with a secret message in the form of the text: “SAYA BERKULIAH DI UNIVERSITAS KATOLIK 
SANTO THOMA.” The encoding process is performed after the image has been successfully 
loaded and the secret message has been entered into the input field. 

Visually, there is almost no noticeable difference between the original image and the 
stego image. This indicates that the BPCS method successfully embeds secret data into high-
complexity bit-plane blocks, so that the resulting changes do not significantly affect the visual 
perception of the image. 
Full Grid Visualization in the BPCS Method 

In the stego image, red grid markers can be observed in certain regions. These grids 
represent bit-plane blocks with high complexity that are used as embedding locations for the 
secret message. This visualization helps in understanding how the BPCS method determines 
data embedding areas. 

By displaying the full grid, the system illustrates that data embedding is not performed 
randomly, but is based on complexity calculations of each block. Blocks that resemble noise 
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are selected because modifications in these areas are difficult for the human visual system to 
detect, thereby increasing the security of the steganographic process. 
Image Quality Calculation and Analysis Results 

At the bottom of the application interface, the results of the BPCS computation are 
displayed in the form of binary representations of several bit-plane blocks. This information 
shows that the system has successfully converted the image into binary form and calculated 
the complexity of each block according to the BPCS algorithm. 

The Peak Signal-to-Noise Ratio (PSNR) value obtained is 87.85 dB. This high PSNR 
value indicates that the level of distortion between the original image and the stego image is 
very low. Therefore, the quality of the stego image is well preserved even after the secret 
message embedding process has been carried out. 

 
Figure 4. Result of Secret Message Encoding Process 

 
CONCLUSION 

Based on the research results and implementation of the Bit Plane Complexity 
Segmentation (BPCS) method in the digital image steganography system, it can be concluded 
that the BPCS method is capable of embedding secret messages into images with a high level 
of security. The embedding process is performed on bit-plane blocks with high complexity so 
that the resulting changes are not easily detected by human visual observation. This indicates 
that the BPCS method is effective in maintaining the confidentiality of embedded information. 

The image quality evaluation results show that the difference between the original 
image and the stego image is very small. The obtained Peak Signal to Noise Ratio (PSNR) 
value of 87.85 dB indicates that the distortion caused by the secret message embedding 
process is very low. Thus, the visual quality of the stego image remains well preserved even 
after the steganography process has been applied. 

In addition, the full grid visualization of the bit-plane blocks demonstrates that data 
embedding in the BPCS method is performed in a structured manner based on complexity 
calculations, rather than randomly. With a large data embedding capacity and maintained 
image quality, the BPCS method can be considered an effective solution for digital data 
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security, particularly in applications involving confidential communication and information 
protection. 
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